Hydra PC™ ViP

Hydra PC™ USB Encryption Devices Including
Hydra PC Sentry A-V On-Board Virus Protection

Malware introduced from USB storage drives and other removable storage media, particularly viruses
embedded in autorun files, increasingly threaten civil and government enterprises. Hydra PC™ ViP with Hydra
PC Sentry A-V total virus protection completely protects the Hydra PC Personal Encryption Device and
Enterprise Edition from spreading any known virus or malware, including viruses spread by autorun files. Hydra
PC ViP integrates powerful antivirus and high-assurance

hardware encryption protection for computers, peripheral storage

drives, and removable media.

Hydra PC ViP with Hydra PC Sentry A-V includes virus scanning

for Hydra PC file-by-file encryption and decryption operations to detect and block any known virus or malware.
Even if a virus is embedded in an autorun file, the virus is detected and blocked before the file can open, infect
your computer, and spread through your network. Virus scans are completely integrated into existing Hydra PC
encryption and decryption operations, so there is nothing new to learn or do to gain this protection.

Hydra PC ViP with Hydra PC Sentry A-V enhances the hardware-based file-by-file encryption of the Hydra PC
— the strongest encryption commercially available today. All files are sealed at encryption to detect tampering
attempts or file corruption when the file is decrypted. File-by-file encryption is much more secure than the
sector-based encryption offered by competing USB encryption drives, which can leave files open to
interception or virus infection when the drive is in use. Unlike other USB encryption drives, Hydra PC also
encrypts files to your PC hard drive, external storage devices, or any accessible network location.

Hydra PC Sentry A-V can be configured to block read/write access between the PC and removable USB or
FireWire (IEEE 1394) storage drives to prevent virus spread and attacks on unprotected data.

Hydra PC Sentry A-V is available as an add-on to your existing Hydra PC applications, or you can specify the
Hydra PC ViP package to include Hydra PC Sentry A-V virus protection with new orders.

Hydra PC ViP with Hydra PC Sentry A-V

Prevents introduction and spread of viruses and malware from the Hydra PC.
Scans files before encryption and after decryption for viruses and malware.
Optionally cleans detected viruses from unencrypted source file.

Automatically or manually updates virus library from internal network or Internet.
Centrally manages enterprise virus libraries and Hydra PC Sentry A-V configuration.
Optionally blocks read/write access to removable USB and FireWire storage drives.
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